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Windows ja Linuxi server on paigaldatud ja jooksevad virtuaalmasinates. IP addressid on

konfigureeritud ja SSH t66tab:

Box

File Machine wiew Input Devices Help
L & ® @ ubuntuserver16041-template [Running] - Oracle VM VirtualBox
File Machine View Input Devices Help
[2
11+ Stopped ping 192.168.0.1 Home  share  View
Jrooteserver:"i ping 192.168.0.2 v 4 || « ProgramFiles > OpenSSH »
.168.0.2 (1 8.0.2) 56(84) bytes of data
from 192.168.9.2: i tt1=128 tine=0. Type bdified
from 192.168.0. ] 1
from 192.168.0.2: i i ( File folder
from 192.168.0.2: i = C ) . Nindows Po
from 192.168.0.2: icmp_seq=5 tt1=128 time=0.266 r i o
from 192.168.9.2: icmp_seq=6 tt1=128 time=0.255 Application

1 JFM File
Stopped ping 192.168.9.2 i % filesx SDE File
Application

: loaded (/lib/systemd/system/ssh.service; emabled; vendor preset: enabled) Application

active (ruming) since Thu 2017-05-11 14:24:19 EEST: 42min ago Application
1811 ExecReload=rbinskill -HUP $HAINPID (code=exited, status=0-SUCCESS) licat File fold
" R Application ile folds

1289 (sshd)
: Application File folds

Application
ssysten.slicesssh.service File
L1289 susr/sbinssshd -D A

43 server systemd[11: Reloading OpenBSD Secure Shell server.
B server sshd[12891: Received SIGHUP: restarting.
43 server systemd[11: Reloaded OpenBSD Secure Shell seruver.
43 server sshd[12891: Server listening om 0.0.9.0 port ZZ.
:43 server sshd[12891: Server listening om :: port 2Z.
43 server systemd[11: Reloading OpenBSD Secure Shell server.
43 server sshd[12891: Received SIGHUP: restarting.
server systemd[1]: Reloaded OpenBSD Secure Shell server.
server sshd[12891: Server listening on 0.0.0.0 port 2Z.
server sshd[12891: Server listening on port 22.
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Pilt 1 SSH tootab mdlemal virtuaalmasinal



Windowsist saab sisse logida SSH kaudu Linuxisse, aga kahjuks ei saa Linuxist

Windowsisse sisse logida:

lBox 14

Ubuntuserver16041-template [Running] - Oracle VM VirtualBox = Machine View Input Devices Help

Machine View Input Devices Help
ssh: connect to host 192.168.0.2 port 22: Conmection refused
root@seruer: i ssh student®192.168.0.2
connect to host 192.168.0.2 port 22: Comnection refused
rooteserver: "8 ssh student@19,

: Commection refused
: Commection refused

i Commection refused
jrooteserver: ™t ssh studentei92.
connect to host 192.168.0.2 i Comection refused
frootBserver:*#t ssh student®192.168.0.2
fssh: connect to host 1592.168.0.2 : Commection refused
froot@server:™# ssh student®192.168.0.2
Jssh: connect to host 192.166.0.2 : Comection refused
froot@server: # ssh student®192.168.0.2
: comnect to host 192.168.0.2 : Commection refused
jroot@server:~# ssh student@192.
¢ comnect to host 192.168.0.2 port 22: Commection refused
jrooteserver:~1
froot@server:™# ssh student®192.168.0.2
port 22: Commection refused
8.0.2 -
hout a command to execute.
jroot@server:~# ssh student®192.168.0.2
i comnect to host 192.168.0.2 port 22: Commection refused
jroot@server:~# sudo ssh studente192.166.9.2
jssh: connect to host 192.168.0.Z port 22: Comection refused
jrooteserver:~#t
jroot@server: # sudo ssh student@192.168.9.2
jssh: connect to host 192.168.0.2 port 22! Commection refused
jrooteserver:~1
jroot@server:”# sudo ssh student?192.168.9.2
jssh: connect to host 192.168.0.2 port 22: Commection refused
froot@server:“# ssh student®192.168.0.2
jssh: connect to host 192.168.0.2 port 22: Commection refused
jrooteserver: 1
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Pilt 2 SSH'ga ithenduse loomine tihelt virtuaalmasinalt teise virtuaalmasinasse

Eelmine praktikum sain ma teises kooliarvutis mdlemasse sisse logida ilma probleemideta
(pilte kahujks pole).

Niisiis proovisin teha tihte tuntud parandust, mis ma leidsin veebist, kus ma kustutan dra
regedit.exe kaudu kdik SSH konfiguratsioonid ja proovin uuesti installida windowsile SSH

peale. Kahjuks ei toonud see oodatud tulemust. Pildil ndha, mis probleem on:

pchine  View Input Devices Help

i File Action View Help
&= FHE= BHE »onp
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Windows could not start the sshd service on Local Computer. n
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ok: Software Protection Enables the ... Automatic (D... MNetwork Service
1ot Spot Verifier Verifies pote... Manual (Trig...  Local System
55DP Discovery Discovers n... Running  Manual Local Service
ice &lssh-agent SSH Agent Running  Manual Local System
en %sshd 55H Daemon Manual Local System
M £ State Repository Service Providesre..  Running  Manual Local System .
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Pilt 3 Miks ma ei saanud Windows 10 SSH korralikult kdima



Lisapunktid

1. Tugevama kriipto valik.

Ténapéeval on sisuliselt tugevaim kriipto RSA 4096 baiti, kuigi voib Linuxis kasutada ka
16384-bit votmeid. Soovitatud on kasutada elliptilist algoritmi.

2. Selgitus, miks valitud kriipto on tugevam.

RSA kriipto murdmiseks on vaja histi voimsaid arvuteid, ei ole tdpselt teada, aga arvatakse,
et kvantarvutid on vdimelised RSA kriipto 4ra murdma. Kuigi vdib kasutada RSA kriiptot,
mis on vdhemalt 4096 baiti, on pigem soovitatud kasutada elliptilisi algoritme, sest
vorreldes RSA’ga on elliptilised palju kiiremad ja votmed on suuruselt viiksemad, Kui

tahetakse sama turvalisust, kui tehes RSA’ga.



